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Abstract                                                                                 
This paper provides an overview of how the Internet of Things (IoT) 

and Internet of Vehicles (IoV) are revolutionizing the vehicle services 

industry. IoT enables real-time data exchange, predictive maintenance, and 

enhanced safety systems. Key advancements include vehicle health 

monitoring, fleet management, and connected vehicle services. Advanced 

technologies like machine learning and ADAS (Advanced Driver Assistance 

Systems) are explored for their contributions to vehicle diagnostics and 

safety. The review also highlights challenges such as cybersecurity and data 

privacy concerns. Future trends in IoT-based vehicle solutions and their 

potential to transform the automotive industry are discussed.. 

 
Keywords: IOT application, IOV, Predictive maintenance, fleet management, ADAS, 

cybersecurity. 
© 2025 by Author(s) and 

SCEEE.  

 

 
 

 

 

Suez Canal Engineering, Energy and Environmental Science Journal (2025), vol.3, No.3. 

Copyright © 2025 Mayada R.M. Gameil, Mokhtar A. N. Ismail, Tamer M. 

Mansour, and Aly Abdel-Hamid El-Domiaty . All rights reserved. 

 

 

1. Introduction 
The Internet of Things (IoT) is transforming industries worldwide by enabling devices to communicate, collect, and 

analyze data in real-time. In the automotive sector, IoT applications are pivotal in improving diagnostics, maintenance, 

fleet management, and vehicle safety. By seamlessly integrating sensors, software, and connectivity, IoT provides a 

foundation for advanced systems that optimize vehicle performance, enhance safety, and reduce operational costs. The 

adoption of IoT in vehicle services has introduced capabilities such as real-time diagnostics, predictive maintenance, and 

improved fleet management. For instance, sensors embedded in vehicles can monitor critical parameters like engine 

performance and fuel efficiency, providing actionable insights to prevent breakdowns. Predictive maintenance, powered 

by machine learning, further leverages historical and real-time data to anticipate and address potential issues before they 

occur, minimizing downtime and repair costs. Additionally, fleet operators benefit from IoT-driven route optimization and 

vehicle tracking, enabling greater efficiency and resource allocation. 

 

The Internet of Vehicles (IoV), a subset of IoT, extends these applications by connecting vehicles to external systems and 

infrastructure through Vehicle-to-Everything (V2X) communication. This facilitates seamless information exchange 

between vehicles, traffic systems, and smart city infrastructure, enhancing navigation, safety, and overall driving 
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experiences. Coupled with Advanced Driver Assistance Systems (ADAS), IoT technologies are paving the way for safer 

and smarter mobility solutions. 

However, while the potential benefits are vast, the integration of IoT into the automotive industry also brings challenges 

such as cybersecurity risks, data privacy concerns, and regulatory barriers. This paper explores the transformative impact 

of IoT and IoV on vehicle services, delves into the associated challenges, and highlights future opportunities for innovation 

and research. 

 

2. Scope of the Study 
This study, through literature reviewing, evaluates the impact of IoT adoption on enhancing vehicle diagnostics, predictive 

maintenance, fleet management, and Advanced Driver Assistance Systems (ADAS). It also examines ethical 

considerations, cybersecurity challenges, and the opportunities for innovation in IoT-based vehicle solutions. Key focus 

areas include: 

• Vehicle health monitoring and fleet management using sensors for real-time diagnostics. 

• Predictive maintenance systems leveraging IoT and machine learning. 

• IoT’s role in Connected vehicles V2X (Vehicle-to-Everything) communication. 

• The integration of IoT with ADAS to improve safety. 

3. Methodology 
A systematic literature review approach was employed to gather insights from academic articles and industry reports 

published in the last decade. About the literature search strategy, a systematic search was conducted across several 

academic databases, including IEEE Xplore, ScienceDirect, and SpringerLink, given that these platforms are among the 

most prominent in publishing topics related to Internet of Things (IoT) technology across various fields to gather peer-

reviewed articles, conference papers, and newly published research. Selected studies were analyzed qualitatively, focusing 

on objectives, methodologies, and findings. Key themes included IoT-enabled vehicle diagnostics, fleet management, and 

predictive maintenance applications. Challenges such as data security, ethical implications, and regulatory barriers were 

also examined. 

4. Discussion 
This discussion will briefly highlight each research paper in the context of clarifying the objectives, approach, method, 

and services that the research will address. The research papers cover areas with the latest developments, focusing on 

improving the vehicle services industry through the adoption of IoT. 

 

4.1 IoT Applications in Vehicle Services 

The study titled "Car e-Talk: IoT-enabled Cloud-Assisted Smart Fleet Maintenance System" (Hussain et al., 2021) 

introduces an IoT and cloud-based framework designed to monitor vehicle health through sensors and an Arduino 

controller. Real-time data is transmitted to a mobile app, analyzed, and uploaded to the cloud, allowing fleet managers to 

access predictive insights that improve maintenance scheduling, boost efficiency, and minimize breakdowns. 

 

Similarly, "Fleet Management and Control Systems for Developing Countries" (Bolanos et al., 2022) presents the FMCS, 

a system that utilizes ITS technologies to oversee vehicle schedules, optimize routing, and enhance fleet performance. Built 

using the Scrum development framework, the system features vehicle tracking, safety monitoring, and bi-directional 

communication. AI algorithms are integrated to estimate vehicle locations during connectivity issues, addressing data 

transmission gaps effectively. 

 

Another significant application of IoT in the automotive sector focuses on enhancing safety for vulnerable groups. In "IoT-

Based Smart Car for Safety of Elderly People" (Gupta et al., 2019), the authors develop a system that monitors driver 

behavior, vehicle conditions, and environmental factors using sensors. Data is processed via Arduino or Raspberry Pi and 

sent to the cloud for real-time access, triggering SOS alerts during emergencies. Additional safety features, such as 

dashboard cameras and adaptive lighting, are incorporated, with a modular design enabling future enhancements. 

 

Furthermore, "An IoT-Based Predictive Connected Car Maintenance Approach" (Vijender et al., 2017) proposes a 

predictive maintenance solution for connected vehicles. The system leverages MQTT protocols alongside Eclipse 

Mosquitto and Eclipse Paho for real-time data transmission and analysis. This enables continuous monitoring of vehicle 

components to forecast potential failures, thereby reducing maintenance costs and improving both safety and performance. 
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4.2 Predictive Maintenance and IoV 

The paper titled "Maintenance of Automobiles by Predicting System Fault Severity Using Machine Learning" 

(Shivakarthik et al., 2020) presents a predictive maintenance framework based on real-time OBD-II sensor data. This data 

is analyzed using various machine learning models, with gradient boosting trees demonstrating the best performance. The 

system categorizes faults by severity and displays predictions on a real-time dashboard, enabling proactive interventions 

to reduce vehicle breakdowns and operational downtime. 

 

In a similar approach, "Predictive Maintenance of Vehicle Fleets Using LSTM Autoencoders for Industrial IoT Datasets" 

(Chaudhuri et al., 2022) introduces a system that applies LSTM (Long Short-Term Memory) Autoencoders to time-series 

vehicle sensor data. This model effectively detects anomalies, forecasts potential faults, and estimates the remaining useful 

life (RUL) of vehicle components—ultimately enhancing vehicle reliability and minimizing maintenance costs. 

 

Another contribution comes from "Smart Automobile Health Monitoring System" (Bedi et al., 2021), which utilizes sensor 

data combined with machine learning to anticipate vehicle failures and assess component longevity. Parameters such as 

tire pressure and fuel consumption are continuously monitored to uncover failure patterns. The system’s accuracy is 

validated through real-world testing, proving its potential to increase safety and reduce maintenance expenses. 

4.3 Connected vehicles V2X (Vehicle-to-Everything) communication 

The concept of the Internet of Vehicles (IoV) builds upon traditional IoT capabilities by incorporating real-time Vehicle-

to-Vehicle (V2V) and Vehicle-to-Infrastructure (V2I) communication. These technologies significantly reduce vehicle 

downtime, improve operational efficiency, enhance traffic flow, and enable seamless coordination between vehicles and 

external systems. In "The Fundamentals and Potential of the Internet of Vehicles (IoV) in Today’s Society" (França et al., 

2021), the authors delve into the evolution of IoV as a subset of IoT that facilitates data exchange among vehicles and 

infrastructure. The study outlines core IoV protocols—including V2V, V2I, Vehicle-to-Roadside (V2R), Vehicle-to-Sensor 

(V2S), Vehicle-to-Network (V2N), Vehicle-to-Everything (V2X), and Vehicle-to-Pedestrian (V2P)—each contributing to 

safer, more efficient smart city ecosystems. 

 

Expanding on this idea, the paper "Connected and Open Platform-Based Approaches for Smart Cars" (Sun et al., 2016) 

proposes a connected vehicle platform that unites three essential components: people, vehicles, and the environment. The 

research emphasizes how vehicles are increasingly integrated into users’ digital lifestyles. Through this integration, 

connected cars can deliver services such as personalized recommendations (e.g., nearby restaurants), remote 

configurations, and real-time updates based on user preferences and environmental conditions. 

 

Further addressing vehicle connectivity, "Autonomous Vehicles: Challenges, Opportunities, and Future Implications for 

Transportation Policies" (Bagloee et al., 2016) examines the rise of autonomous vehicles (AVs), which operate 

independently using advanced sensors, cameras, and artificial intelligence. The paper outlines the "sense-plan-act" 

decision-making model adopted from robotics, which governs AV operations in complex and dynamic environments. The 

study also underscores the importance of IoT in enabling real-time data collection and decision-making, ultimately 

enhancing safety and supporting the regulatory infrastructure needed for AV deployment. 

. 

4.4 Advanced Driver Assistance Systems (ADAS) 

The integration of IoT with Advanced Driver Assistance Systems (ADAS) has significantly elevated vehicle safety by 

enabling features such as lane departure warnings, automatic emergency braking, and adaptive cruise control. In "Impact 

Analysis of Advanced Driver Assistance Systems (ADAS) Regarding Road Safety: Computing Reduction Potentials" 

(Aleksa et al., 2024), the study investigates the real-world effectiveness of ADAS features in minimizing accident 

frequency and injury severity. Using Austrian crash data from 2016 to 2020, the research evaluates systems such as 

Adaptive Cruise Control (ACC), Automatic Emergency Braking (AEB), Blind Spot Warning (BSW), and Lane Departure 

Warning (LDW). The analysis considers variables like road conditions, weather, and system market penetration, and 

projects accident reduction scenarios for 2025, 2030, and 2040 through a structured methodology involving data filtering, 

effectiveness evaluation, and future modeling. 

 

Complementing this work, "Approach for Improved Development of Advanced Driver Assistance Systems for Future 

Smart Mobility Concepts" (Weber et al., 2023) presents a novel ADAS development methodology utilizing augmented 

reality (AR) to simulate real-world driving conditions. The approach is particularly effective in replicating high-speed 
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scenarios and combines AR with advanced sensors—including radar and lidar—as well as artificial intelligence. The 

system incorporates image segmentation (IS) for precise object detection, AI algorithms for object recognition, and visual 

simultaneous localization and mapping (vSLAM) to generate accurate 3D environmental models. This integrated testing 

environment accelerates ADAS development and improves its reliability in dynamic traffic situations. 

5. Ethical and Cybersecurity Challenges 

The rapid integration of IoT technologies in the automotive sector brings with it a host of ethical and cybersecurity concerns 

that must be addressed to ensure the safe and responsible use of connected vehicle systems. In "Internet of Vehicles: 

Security and Research Roadmap" (Manimuthu et al., 2023), the study outlines critical vulnerabilities associated with 

autonomous vehicles (AVs), including data breaches, theft, and ransomware attacks. It emphasizes the need to secure AV 

components, communication infrastructures, and sensor systems from unauthorized access. Additionally, the research 

highlights potential risks related to personal data exposure and the possibility of cyberattacks compromising vital vehicle 

functions—such as braking systems and anti-lock braking systems (ABS). Remote access mechanisms, including mobile 

apps and telematics platforms, are identified as further points of vulnerability. As a solution, the authors advocate for the 

implementation of the IEEE 1609 protocol to secure Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure (V2I) 

communications within Intelligent Transportation Systems (ITS). 

 

From an ethical and regulatory perspective, "Ethics and Privacy II: The Internet of Things (IoT)" (Girasa, 2020) delves 

into the privacy implications associated with widespread IoT adoption. The study underscores the challenge of balancing 

user convenience and personalized services with the protection of individual privacy. It also examines governmental 

efforts, particularly those led by the U.S. Department of Transportation (DOT), to navigate this balance. The DOT’s 

initiatives aim to encourage technological innovation in connected vehicle systems while simultaneously upholding ethical 

standards and safeguarding user data from misuse. 

Conclusion 

This review highlights the transformative role of IoT and IoV in improving vehicle services. IoT-enabled systems enhance 

diagnostics, predictive maintenance, and safety while optimizing fleet management and connected vehicle services. Despite 

challenges in cybersecurity and ethical considerations, IoT adoption is paving the way for innovative, data-driven vehicle 

solutions. The following points summarize the findings of this paper:  

 

•  Using sensors and controllers to collect data and upload it to the cloud, smart fleet maintenance systems have improved 

operational efficiency and decreased breakdowns by enabling real-time vehicle monitoring and predictive maintenance 

through the IoT and cloud-based systems. 

 

•  The examination of sensor data utilizing machine learning and AI-driven systems enabled the forecasting of faults, 

assessment of component longevity, and reduction of downtime, resulting in considerable cost savings and improved 

reliability. 

 

•  V2X communication, also known as connected vehicles, enhances traffic management, safety, and operational efficiency 

through the integration of vehicles with digital environments and infrastructure, facilitating real-time coordination and 

information exchange.  

 

•  The implementation and testing of advanced simulations, AI algorithms, and sensor technologies such as radar and lidar 

resulted in a reduction in accident rates and an improvement in vehicle safety through the use of advanced driver assistance 

systems (ADAS) features, such as automatic braking and lane departure warnings.  

 

•  Secure communication protocols and regulatory frameworks were developed to safeguard vehicle systems, user data, 

and critical components from unauthorized access and potential cyberattacks, addressing cybersecurity risks and privacy 

concerns. 

 

The introduction of IoT, AI, and advanced techniques of communication in nowadays vehicles has noticeably improved 

predictive maintenance, safety, and operational efficiency, while also tackling issues like cybersecurity threats and privacy 

concerns, thereby facilitating the development of more intelligent, secure, and dependable transportation systems.  

Future research and innovation should concentrate on addressing these challenges while also maximizing the potential of 

emerging technologies, including edge computing, 5G connectivity, blockchain, and advanced AI models. The recent 

developments have the potential to significantly enhance real-time data processing capabilities, improve vehicle autonomy, 

and optimize predictive maintenance systems to a greater extent.



Suez Canal Engineering, Energy and Environmental Science Journal, Volume 3, NO. 3, pages 12-16 

 

How to Cite this Article: 

Mayada Rashad Mohamed Gameil. et al. (2025).  Improving the Vehicle Services Industry Through the Adoption of IoT: A Review. Suez 

Canal Engineering, Energy and Environmental Science Journal, Volume 3, NO. 3, pages 12-16                                                          16 

References 

 

S. Hussain, U. Mahmud, S. Yang, “Car e-Talk: IoT-Enabled Cloud-Assisted Smart Fleet Maintenance System”, IEEE 

Internet of Things Journal, vol 8 issue 12, 2021.  

 

C. Bolaños, B. Rojas, R. Salazar-Cabrera, J M. Madrid Molina, A. Pachón de la Cruz, and G. Ramírez-González, “Fleet 

Management and Control System for Developing Countries Implemented with Intelligent Transportation Systems 

(ITS) Services”, Transportation Research Interdisciplinary Perspectives, Vol 16, December 2022. 

 

K. Gupta, N. Rakesh, N. Faujdar, N. Gupta, D. Vaswani and K S. Shivran, “IoT-Based Smart Car for Safety of Elderly 

People”, in Smart Innovation, Systems and Technologies, vol 141, A K. Somani, R S. Shekhawat, A. Mundra, S. 

Srivastava, VK. Verma, Eds, Springer Singapore, 2019, pp 111–120. 

 

K S. Vijender, and D. Rohit, “An IoT Based Predictive Connected Car Maintenance Approach”, International Journal 

of Interactive Multimedia and Artificial Intelligence, Vol 4 issue 3, 2017, pp16-22.  

 

S. Shivakarthik, B. Krishnanjan, M. Swathi, K. Ajai, R. Lulua, A. Soham, S. Shah, and R. Komati, “Maintenance of 

Automobiles by Predicting System Fault Severity Using Machine Learning”, in Sustainable Communication Networks 

and Application, vol 55, P. Karuppusamy, Isidoros Perikos, Fuqian Shi, Tu N. Nguyen, Eds, Springer Nature 

Singapore, 2020, pp 263–274. 

 

A. Chaudhuri, R. Patil and Soumya K. Ghosh, “Predictive Maintenance of Vehicle Fleets Using LSTM Autoencoders 

for Industrial IoT Datasets”, In Big Data Privacy and Security in Smart Cities Advanced Sciences and Technologies 

for Security Applications, Richard Jiang, Ahmed Bouridane, Chang-Tsun Li, Danny Crookes, Said Boussakta, Feng 

Hao, Eran A. Edirisinghe, Eds, Springer Nature Switzerland AG, 2022, pp 103–118. 

 

P. Bedi, S. B. Goyal, J. Kumar, and S. Choudhary, “Smart Automobile Health Monitoring System”, In Multimedia 

Technologies in the Internet of Things Environment, vol 93, R. Kumar, R. Sharma, P.K. Pattnaik, Eds, Springer Nature 

Singapore, 2021, pp 127–146.  

 

RP. França, ACB. Monteiro, R. Arthur, and Y Iano, “The Fundamentals and Potential of the Internet of Vehicles (IoV) 

in Today’s Society”, In Intelligent Technologies for Internet of Vehicle, N. Magaia, G. Mastorakis, C. 

Mavromoustakis, E. Pallis, Evangelos K. Markakis, Eds, Springer Nature Switzerland AG 2021, pp 3–29. 

 

X. Sun, T. Li, and Z Feng, “Connected and Open Platform-Based Approaches for Smart Car Service Design”, 8th 

International Conference on Cross-Cultural Design, Toronto, Canada, July 17-22, 2016, Pei-Luen Patrick, Eds, 

pp 584–591. 

  

SA. Bagloee, M. Tavana, M. Asadi, and T. Oliver, “Autonomous vehicles: challenges, opportunities, and future 

implications for transportation policies”, Journal of Modern Transportation, vol 24, 2016, pages 284–303. 

 

M. Aleksa, A. Schaub, I. Erdelean, S. Wittmann, A. Soteropoulos, and A. Fürdös, “Impact analysis of Advanced Driver 

Assistance Systems (ADAS) regarding road safety”, European Transport Research Review, vol 16, 2024, Article 

number 39. 

 

M. Weber, T. Weiss, F. Gechter, and R. Kriesten, “Approach for improved development of advanced driver assistance 

systems for future smart mobility concepts”, Autonomous Intelligent Systems, vol 3, 2023, article number 2. 

 

A. Manimuthu, T. Ngo, and A. Chattopadhyay, “Internet of Vehicles: Security and Research Roadmap”, in Machine 

Learning and Optimization Techniques for Automotive Cyber-Physical Systems, VK. Kukkala, S. Pasricha, Eds, 

Springer Nature Link,2023, pp 257–287. 

 

R. Girasa,” Ethics and Privacy II: The Internet of Things (IoT)”, in Artificial Intelligence as a Disruptive Technology, 

R. Girasa, Eds, Economic Transformation and Government Regulation, 2020, pp 147–185 

 

 


